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AUTHENTICATION AND FRAUD 

What fraud types target businesses?

Business Email 
Compromise

Account Takeover
Fraudulent/Imposter 

Vendors
Social Engineering



AUTHENTICATION AND FRAUD

Business email account compromise

Business Email Account Compromise Fraud is the 
hacking of or impersonation of a business email to 
update banking information to intercept a payment

• Real vendor email is hacked. Vendor emails 
payer asking to update banking info. 

• Fake email that looks like the real business is 
used to try to get payer to update banking info, 
using an address that looks convincing but isn’t 
real, like @bankofamerica.com (this is 
@BANKOAMERICA.COM

• Ensure your vendors are enrolled through Bottomline 
to have them authenticated, preventing access to their 
accounts and payments.

• Train staff to look for tells, like suspect language 
(“please pay now”) and typos. 

What does BEC look like? What can I do about it?
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Anatomy of a business email compromise fraud

Email rules 
created to cover 

their tracks

Fraudster 
obtains email 

credentials 

Fraudster reviews email 
for activity and begins 
to misdirect payment

Payment is 
misdirected to 

fraudulent account

Multi-factor 
authentication 

on email 

Add security 
information to 

your emails 

If you notice anything odd 
in your email, check your 

rules, sent folder, junk, 
deleted boxes for 
suspicious activity

Speed is critical to 
recover funds.  

Disconnect your PC from 
company networks. 

Change your password.

If you are notified or 
observe this, check 
for other suspicious 

activity.  

Phishing email 
against a 

specific target

Email URL 
underwriting using 
a threat intelligence 

solution 

Fraudster may spam 
all contacts with 

attempts / malware

What can I do to protect myself? 
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Account takeover

Account Takeover is a fraudster’s ability to 
log in to an account or membership by 

phishing (stealing) the real vendor’s 
username and password. 

The fraudster then logs in and changes bank 
account information to intercept a payment.  

Four Layers of Defense

MFA Challenges

Logging in from a new device, even 
with the new password, means a 

code or three question challenge to 
gain access.

What is Account Takeover?

Phone-based banking 
account protection

Once inside you cannot update 
banking or user information without 

another MFA to your phone. 

SIM card security

If you update banking info, networks 
can check cell phones to see if the 

SIM card was recently “ported” to a 
new phone.

All bank accounts 
authenticated

Each bank account must be 
checked before payments can 

be made. 
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Fraudulent or imposter vendor

A fraudster who impersonates a business to enroll in 
Bottomline, with the plan to intercept the first 

payment made to the supplier. 

Public entities that put contracts out to bid are 
particularly susceptible to this kind of fraud.

• Authentication of every business before they 
ever enroll ensures bad actors don’t slip 
through the cracks.

• Monitoring logins in real-time for location, 
device, and other key markers prevents an 
imposter from gaining access to an account.

What is an imposter or 
fraudulent vendor?

How do we stop them?
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Social engineering

The method by which a fraudster tricks, pressures, or 
otherwise convinces an employee to surrender 

information or take an action they shouldn’t.

It’s omnichannel, coming via phone calls, emails and 
texts. It preys on emotion, urgency, and even 

knowledge from hacked communications. 

• By taking the human element out of the 
equation. Our process is never reliant on a 
judgement call from a person. 

• Instead, we use digital identity verification to 
ensure the person is who they say they are (or 
prove they aren’t) 

What is Social Engineering? How do we prevent it?
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Never separate security and payments

Ask your bank what services they can provide to protect you

Control the way you communicate with your business counterparts

Use technology partnerships for secure authentication 

Always be ready to slow down and stop a payment

Place MFA everywhere – Cell and VoIP phone logins, email access

Ensure your organization protects against malicious links
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Mitigate the risk of payment fraud

64%
of firms reported 
fraud attempts

Do you encrypt critical 
bank data?

Paymode is a highly 
encrypted and secure 
network with frequently 
evolving standards.

2022 B2B Payments Survey Report

32%
of those suffering

a loss

What measures do you take to 
prevent account takeovers and 
unauthorized changes?

The network is protected by 
multi-factor authentication and 
device fingerprinting technology.

How do you shield payments 
from outside threats?

Paymode onboards suppliers 
with cutting-edge digital identity 
verification methods and manual 
expert reviews.

Do you use behavioral 
analytics?

Paymode stores user’s 
device fingerprint, IP 
address, and cookies.

Where do you go to find out 
about known fraudsters?

Paymode evaluates against 
digital identities used by 
known fraudsters.

Managing vendor account details and sending paper checks increases fraud risk 
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Unmatched security of 
Paymode-X

100% 
of those payments 

protected by Paymode-X

$175M
in payments actively

targeted by fraudsters

115% 
Increase in fraud attempts 

YoY: 2022–2023

0 
Instances of

successful fraud

$400B
in annual payments 
processed through 

Comprehensive Payables

100% 
of those payments 

actively monitored and 
investigated in real time

>37k
Transactions, aggregating in 
$1.5B in spend, processed 

during risk events

Authentication
of bank updates 

with layered MFA

Monitoring 
against known

fraudster 
identities, OFAC

Supplier
Network-wide 
shared threat 
intelligence

Bank data encryption
in a regulated location

Digital identity 
verification 

technology and 
behavior analytics

Buyer

Digital blockade 
against social 

engineering and 
phishing

115% 
Increase in fraud attempts 

YoY: 2022–2023

AUTHENTICATION AND FRAUD

Protecting the buyer and supplier
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Paymode data security features

Security checks at every level of the payment process

Control Total emails support 
process checks and balances

User Account Monitoring 
and Maintenance

Individual user ID and password 
with support for segregation 

of duties

Multi-level approvals

Account segregation

Restricted access in a 
“zoned” facility

Production and DR sites 
have redundant power and 

internet providers

Backups are real-time, 
supplemented nightly

Account numbers, passwords 
and other sensitive data are 

encrypted for storage

Access is limited and 
actions audited

Protected by security-
management software

Transport Internal 
processing

Payment Physical plant

All sensitive data to and from
Paymode is encrypted

Multifactor Adaptive 
Authentication

on high-risk transactions
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In practice: blocking fraudulent enrollments

Who?
Fraudster with a bad email domain

What?
Attempted enrollment impersonating Major 
Business Social Network company with a 
spoofed domain

How did we stop it?
Paymode systems automatically 
flagged and blocked enrollment due 
to a variety of high-risk red flags:

• High risk domain

• High risk Proxy IP

• Social Network review

• Failed bank account validation

• Browser data and enrollment 
details mis-match with known 
business information
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In practice: internal experts conduct multiple checks before activating enrollment 

Who?
Major food provider

What?
Attempted enrollment impersonating 
company employee with incorrect generic 
email for the company

How did we stop it?
Paymode systems automatically 
flagged and blocked enrollment due 
to failed bank account validation

• Paymode team reviewed flagged 
enrollment, finding browser data and 
enrollment details mis-matched known 
business information

• Valid employee enrolled the next day 
with a different generic email

• Paymode team called company on a 
verified line to ensure that the second 
contact was legitimate
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In practice: blocking fraudulent enrollments

Who?
Fraudster with access to legitimate 
business email due to BEC

What?
Fraudster socially engineered Paymode 
Multi-factor Authentication (MFA) on 
Paymode account. After login to Paymode 
account, added new bank account details 
and email address.

How did we stop it?
Paymode systems automatically flagged 
and blocked enrollment due to 
differences from past login activity

• Paymode team called real vendor - 
on a verified line - to ensure that the 
bank account update was legitimate 
and learned bank account change 
and email address/phone update 
were unauthorized.

• Paymode team removed and 
blacklisted bank account information 
(which was never activated)
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What do we hear from customers?

• Fear their vendors being compromised, but don’t 
know how to prevent it

• Trouble authenticating new vendors 

• Do not have digital tools and programs necessary to 
stop fraud from happening

How a network can help

• Power of the Network!

⁻ Secure Vendor Network of 550k+ electronic 
accepting Businesses

⁻ On average, 50% of a company’s vendor 

population are already authenticated in 
network.

• Preparing For New Threats

• Layers of Protection

Customer Challenges



What’s Next:

• Review how your company mitigates the risk of 
payment fraud and implement key strategies 
and policies 

• Dive deeper into fraud prevention techniques, 
case studies, or software tools

• Reinforce benefits of Network participation if 
already participating, if not, consider adopting
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